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Abstact: Multimedia interactive data is personal or corporate one which is huge in size because of visual understanding 

by the people is easy. It requires high storage service, security and retrieval of visual data from the cloud. It requires 

security for storage and retrieve. Proposed framework is on image encryption scheme based privacy preserving content 

based image retrieval and classification on colour and texture in cloud image repository which allow efficient opera-

tions require less time to retrieve and proved less complexity. 
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I. INTRODUCTION 

 

Visual data is responsible for global internet traffic and the amount of images are shared everyday through mobile de-

vice is expanding. Cell phone is main factor for data outsourcing, example instagram and flickr, services are selected as 

the biggest internet worldwide services. The accessibility of images required for content based inquiry recovery solu-

tions. The cloud computing framework is the natural solution for supporting large amount for image storage. It bring 

new difficulties in terms of security which is a result of data outsourcing, the last episode show a proof that security is 

not protected by cloud supplier [3]. Administrators working for supplier have full control to information on cloud ma-

chine. Also hackers from outside environment can harm the software program vulnerable to extend the unapproved 

usage.  iCloud is the cloud storage for images which provide manually backups in cloud computing environment. In 

iCloud photographs are stored and there is   an incident for image leakage thus it is danger and outside programmer will 

misuse the photos. Therefore to secure these personal images this approach provides the encrypted facility to encrypt 

the visual data before sending it to the servers. All the computations are completed by client side [4].  

 

In the proposed framework first the data must be downloaded, decrypted, proceed and safely again uploaded, cell 

phones required large dataset named as image repositories. Hence the existing framework is too expensive and not 

practical and more computation required high space complexity. It includes same structure encryption scheme and uni-

form key solution. The feature extraction and integrated area matching is based on image segmentation, image is define 

as set of pixels which is related to object and classification is based in colour, texture, shape and location, semantic 

classification is based on texture, graphs, photographs which is present in database [11]. Proposed framework helps to 

clarify queries and to understand the meaning of the particular regions also facilitates the query interface for image re-

trieval and the system is fast and robust to image modification and Features extraction approach which provide statisti-

cally classification of features of picture area [6]. 

 

II. LITRARTURE SURVEY 

In [1] J. Staddon et al., introduces the controlling data in the cloud by using outsourcing computation which provides 

cost efficiency and flexibility. In this framework problems are separately divided. Controlling data play important role 

in privacy of business intelligence. Classification is based on availability, traditional security and third party data con-

trol. It uses the cryptographic techniques which provide many business intelligence benefits. The vision is to relate 

problem and also maintain the security and tools are provided to control and secure from attacks. 

 

In [2] J. Halderman et al., Presents the cold boot war also called side channel attack in which computer is able to re-

trieve encryption keys also related to DRAM(dynamic RAM) which is less reliable in case of it is not refreshed, it can-

not be directly removed, it can be used without need of any special tools and it is about the classification of memory 

retentions in which time can be increase with cooling methods also provide new algorithm for searching cryptographic 

keys. It is also related to key construction and avoids storing sensitive data. 
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In [3] Global web index et al., Presents the in instagram is most popular in the top list of social networking usage by 

tracking the number of users across all over the world. Instagram users number is increasing up to 90.77 million across 

all devices, and in instagram large amount of photographs are uploaded and share across the users, instagram have larg-

est share among the user across the world. Other with less popular social networks are linkedIn, Pinterest, Quora, 

Google+, in which the range of popularity is between small to modest.  

 

In [4] D. Rushe, et al., Introduce about google don’t expect privacy, there are 450 million gmail user they sending 

email to anyone across the users. Means the secrete information and messages is not confidential, google finally con-

cluded they don’t provide full privacy so anyone can read the private and confidential email messages and information. 

 

In [5] A. Squicciarini et al., Introduces enabling privacy preserving image centric has expanding and it is also used bag 

of words which is a collection of words, which extract the similar content then similarity content is retrieved which 

provide fast and accurate similarity search also the structure is secure and efficient. Thus the output design is secure, 

practical and accurate also prove the security, proved consistency with human visualization model consist of system 

service flow and threat assumption. Performance evaluation is measured based on user client overhead and index space 

evaluation design is compact and efficient. Future work is to formalize update protocol, generate better social services. 

 

In [6] C. –Y. Hsu et al., Presents a extraction of image feature in which privacy is important in multimedia application 

the security of media application with privacy preserving will  be seriously treated in terms of privacy preserving SIFT 

(PPSIFT). SHIFT is expanded as scale invariant feature transform, proposed method of privacy preserving is based on 

the homo morphic encryption also security analysis is done on discret logarithm. User sending the query to the server 

and server gives the response which is known as user query server response model in cloud and the framework of pri-

vacy preserving SHIFT applications model Operation in encrypted domain is SIFT is an encryption and paillier crypto-

system. It also support feature point detection in local extraction in cloud computing environment. 

 

In [7] P. Paillier et al., Introduces public key cryptosystem namely composite degree problem and application to public 

key cryptography, proposed a new mechanism for encryption scheme, these are trapdoor and probabilistic encryption 

compare it with the RSA to get the keys and it required some mathematical calculations. Also support plaintext and 

cipher text properties are self random and reducibility, some homo morphic properties also introduces new theoretic 

problems but do not provide any proof for security against attack. 

 

In [8] James Z. Wang et al., Introduced area matches the semantically sensitive matching for image libraries, the con-

tent base picture retrieval is expanding continuously. Image is define as set of pixels which is related to object and clas-

sification is based in colour, texture, shape and location, semantic classification is based on texture, graphs, photo-

graphs which is present in database. Proposed framework helps to clarify queries and to understand the meaning of the 

particular regions also facilitates the query interface for image retrieval and the system is fast and robust to image 

modification. The main classification between, texture or non texture, graph or photograph which use feature extraction 

approach, which provide statistically classification of features also develop picture area segmentation algorithm which 

can measure the similarity between the pictures, the advantage of using soft matching is to improve robustness. Also 

provide accuracy and faster retrieval, integrated matching libraries provide difference sharpness, colour distortion, rota-

tion, scaling and shifting. The main limitation is matching of shape is not correct, in many regions statistical classifica-

tion do not differentiate the image in various area, query interface is not powerful. Future study is to experiments with 

image database and video data cloud more interesting. 

 

In [9] T. ElGamal et al., Presents a signature scheme and public key cryptosystem is about implementation of the diffie 

hellman scheme which is based on key distribution, the security of system depends on discrete algorithms. It uses digi-

tal signature scheme based on choosing a random number and RSA system, public key can be easily extended and 

some difference between both schemes is due to structure. 

 

In [10] L. Amsaleg et al., Introduces a framework for privacy-preserving content- based information retrieval which 

Offers layer protection first one is robust value and second one is the client can increase ambiguity than client and the 

framework is tested using large image dataset and increasing privacy lead to improvement in retrieval performance, 

also approaches are database contain the private information example image sharing sites hash based indexing is widely 

used. 

 

In [11] H. Domingos et al., presents a review on privacy preserving image retrieval based on the content present in 

cloud, in this model repositories are created by a single user then ectnew repository key is generated which allow to 

search the new mages. This scheme involve some probabilistic algorithms like GenRk, GenIk, ENC, DEC and image 

privacy means the capability to hide or kept secret the photographs in public environment and the classification of im-
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ages is based on the colour and texture, two main component which can differentiate in picture is people and object 

which also protect from unauthorized user by identifying object in the images. The difference between colour informa-

tion and texture information from pixels value of colour and texture information is ambiguous like strong blue colour 

can be collect the information of sky and oceans and texture information is depends on colour value. The main thing is 

that features are extracted from images and overall this framework offers better performance and high throughput of 

cryptographic schemes. 

 

In [12] M.S. Islam et al., introduces about the similarity search in cloud computing. The main aim of encrypted storage 

is to protect the information from criminal unlawful users, similarity matching based on cryptographic techniques but 

they are computationally rigorous, and do not applicable for big data from proposed scheme similarity search also 

maintain the confidential information also prove the security in real dataset also tolerate the errors in queries. 

 

In [13] X. Sun et al., Introduces the content based retrieval which increases the applicability in day to day life and lim-

ited with storage requirements, the proposed scheme allows the images to store in the database without exposing the 

main content in server located in cloud. Also it involves linear programming. Extraction of the visual information is 

based on bag of words which is collection of words. The architecture of proposed framework generate searchable menu 

for image database. 

 

In [14] N. Zeldovish et al., introduces a protocol for security which provide encoding in order, this is a encryption 

scheme which involve the cipher text and cipher text is required for security. The model consist of two contender which 

are passive contender and active contender in which passive contender follows protocol and return answers correctly 

and active contender misbehave and return wrong answer also involve tree construction and binary encoding also pro-

vide concurrency and protect against nasty harmful server also achieve good performance. 

 

In [15] M. Kantarcioglu et al., Introduces about the access pattern declaration on computationally search by converting 

ge provide data information into a code to prevent from complex action which shows painfulness and seriousness, 

cloud computing is expanding in remote server area, remote data storage provide data management in cost effective 

manner and confidential information need to encrypted which is based on RAM based protocol are used to hide the 

data pattern which do not scale for datasets also some analysis with dataset attack is able to declare the very sensitive 

information which provide high accuracy. 

 

In [16] M. Schneider et al., Presents extraction of features in the converting information into code with providing full 

privacy preserving in secure manner example face recognition and fingerprint require privacy preserving authentica-

tion, the proposed framework provide the overview of machine learning which consist of supervised learning  which 

have two sets first one is training set also called experience and second one is testing set also called predicting set in 

which data is unknown and optimization by moving computation from server to user for computation it uses threshold 

values to provide secure and feasible solution computationally which is more powerful in extracting the important in-

formation or features from image in an encrypted environment play important role. 

 

In [17] R. Canetti et al., Presents a new model for cryptographic protocols which define the security of cryptography 

protocols called security which is universally compose able means they guarantee security. The main property is to 

maintain the security in complex uncertain environment, also provide authentication, safe and secure communication, 

signature and protocol is used as component of arbitrary system. 

 

In [18] David G. Lowe et al., Introduces the different image feature from invariant key point, presents the method for 

extracting distinct never changing features from an image which provide reliable matching and shows different views 

of scene and object also provide robust matching and feature are matched by providing high probability against data-

base also recognize the object which is done by matching the same feature extracting from image. 

 

In [21] Melissa Chase et al., introduces the structured encryption and controlled communication by considering the 

problem of encrypting data structure also provide efficient construction and look up queries on matrix, shows how to 

encrypt the data which is based on basic graph encryption to generate more efficient complex queries. 

 

III. CONCLUSION 

  

The proposed framework for the privacy preserving provide storage, search also update the image repositories. The 

main aim is to reduce client and this scheme is based on cryptographic and which solves the problem without learning 

the sensitive information the scheme is known as IES-CBIR, which provide high performance and scalability. Future 

work is to separate the colour information and texture information also formally analyze the security.
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